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Roger A. Grimes
Data-Driven Defense Evangelist

KnowBe4, Inc.

e: rogerg@knowbe4.com
Twitter: @RogerAGrimes

LinkedIn: https://www.linkedin.com/in/rogeragrimes/
Mastodon: https://infosec.exchange/@rogeragrimes

Bluesky: rogeragrimes@bsky.social

• 35 years plus in computer security, 20 years pen testing

• Expertise in host and network security, IdM, crypto, PKI, 
APT, honeypot, cloud security

• Consultant to world’s largest companies and militaries for 
decades

• Previous worked for Foundstone, McAfee, Microsoft

• Written 14 books and over 1,400 magazine articles

• InfoWorld and CSO weekly security columnist 2005 - 
2019

• Frequently interviewed by magazines (e.g., Newsweek) 
and radio shows (e.g., NPR’s All Things Considered)

About Roger

Certification exams passed include:

• CPA
• CISSP
• CISM, CISA
• MCSE: Security, MCP, MVP
• CEH, TISCA, Security+, CHFI
• yada, yada
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Roger’s Books
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60,000
Over

Customers
• The world’s largest integrated Security Awareness 

Training and Simulated Phishing platform

• We help tens of thousands of organizations manage the 
ongoing problem of social engineering

• CEO & employees are industry veterans in IT Security

• Global Sales, Courseware Development, Customer 
Success, and Technical Support teams worldwide

• Offices in the USA, UK, Netherlands, India, Germany, 
South Africa, United Arab Emirates, Singapore, Japan, 
Australia, and Brazil

About Us
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Agenda
• Intro to BEC Scams
• Examples of BEC Scams
• Defenses
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Agenda
• Intro to BEC Scams
• Examples of BEC Scams
• Defenses
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Definitions
Business Email Compromise scam
• A social engineering scam in which cybercriminals spoof a company or someone and trick the 

victim into executing unauthorized money transfers or transfers of confidential information
• FBI says “It’s a sophisticated scam targeting businesses working with foreign suppliers and/or 

businesses that regularly perform wire transfer payments. The scam is carried out by 
compromising legitimate business email accounts through social engineering or computer 
intrusion techniques to conduct unauthorized transfers of funds.”

• In short, phishing often involving money transfers
• Often targets Accounting, Accounts Payable, Finance, HR, Executive team, IT, Real Estate officials

BEC Scams
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Definition
• Spear phishing is phishing targeted to a particular person or group often 

with some non-public knowledge used in the phishing attack
• BEC scams are often spear phishing scams
• Barracuda Networks says although spear phishing made up less than 

0.1% of attempted email attacks…

  …it accounted for over 66% of successful breaches

Spear Phishing

https://blog.knowbe4.com/spear-phishing-trends-2023
https://www.linkedin.com/pulse/you-need-focus-more-preventing-spear-phishing-attacks-roger-grimes/
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BEC Scams

https://www.fbi.gov/how-we-can-help-you/scams-and-safety/common-scams-and-crimes/business-email-compromise
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• After ransomware, BEC scams cost victims the most damage
• FBI says BEC scams have cost victims over $50B
• https://www.ic3.gov/Media/Y2023/PSA230609

BEC Scams
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• https://www.ic3.gov/Media/Y2023/PSA230609

BEC Real Estate Scams
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Agenda
• Intro to BEC Scams
• Examples of BEC Scams
• Defenses
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Simple and Direct

BEC Scam Examples
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Mortgage Fraud

BEC Scam Examples

https://patch.com/georgia/atlanta/money-laundering-email-scam-lands-atlanta-man-federal-prison
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Posing as Vendor

BEC Scam Examples

https://www.startribune.com/feds-investigating-1-2-million-email-fraud-scheme-that-targeted-city-of-cottage-grove/600199426/
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Compromise Vendor Email and Conduct Scam

BEC Scam Examples
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Compromise Vendor Email and Conduct Scam

BEC Scam Examples
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Fake Vendor

BEC Scam Examples

https://www.secureworld.io/industry-news/google-facebook-bec-business-email-compromise
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Fake Vendor

BEC Scam Examples

https://www.forbes.com/sites/nathanvardi/2016/02/08/how-a-tech-billionaires-company-misplaced-46-7-million-and-didnt-know-it
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Emails From Fake Executive

BEC Scam Examples

https://www.reuters.com/article/idUSKBN0L82JV/
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Emails To Executive

BEC Scam Examples

https://www.tripwire.com/state-of-security/toyota-parts-supplier-loses-37-million-email-scam
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Overview
• We are already seeing very good AI “deepfakes” used to 

exploit people
• “Deepfake” is very realistic, but fake picture, video, or audio 

recording of a person
• AI used to craft very realistic-looking phishing emails
• AI used to respond to potential victims
• AI used to create “deepfakes” to fool victims
• Create new fake “synthetic” identities

Artificial Intelligence



Fake
Calls

AI-Created Deepfakes Used In Attempt Theft

https://blog.lastpass.com/posts/2024/04/attempted-audio-deepfake-call-targets-lastpass-employee



Fake
Calls

AI-Created Deepfakes Used In Theft

https://www.forbes.com/sites/jessedamiani/2019/09/03/a-voice-deepfake-was-used-to-scam-a-ceo-out-of-243000



Fake
Zoom
Call

AI-Created Deepfakes Used In Theft

https://www.cnn.com/2024/02/04/asia/deepfake-cfo-scam-hong-kong-intl-hnk/index.html



Fake
Videos

It’s An Industry Now

https://go.iproov.com/rs/891-TPZ-847/images/iProov%20Threat%20Intelligence_Report.pdf



Reused
Stolen 
Biometrics

It’s A Hacker Industry Now



Reused
Stolen 
Faces

Hackers and Malware

It’s Popular Now

https://go.iproov.com/rs/891-TPZ-847/images/iProov%20Threat%20Intelligence_Report.pdf



Reused
Stolen 
Biometrics

Hackers and Malware

It’s Automated Now

https://www.linkedin.com/pulse/game-changer-biometric-stealing-malware-roger-grimes-ikaze



Reused
Stolen 
Biometrics

Conclusion 

https://www.gartner.com/en/newsroom/press-releases/2024-02-01-gartner-predicts-30-percent-of-enterprises-will-
consider-identity-verification-and-authentication-solutions-unreliable-in-isolation-due-to-deepfakes-by-2026
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Agenda
• Intro to BEC Scams
• Examples of BEC Scams
• Defenses
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Defenses – The Hartford
https://sba.thehartford.com/business-management/email-compromise
• Implement ETF Policies That Defeat BEC Scams
• All unexpected requests must be confirmed using an alternative, trusted, 

method
• Never use phone numbers or email addresses in or from originating email

Best Defenses
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Defenses – The Hartford
https://sba.thehartford.com/business-management/email-compromise
• Look for “red flags”

Best Defenses
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Defenses – The Hartford
https://sba.thehartford.com/business-management/email-compromise

• Have a security awareness training program
• Educate yourself and others on what to look out for
• Always confirm where email came from (especially the sender’s domain)

• How to Spot Rogue URLs
• https://blog.knowbe4.com/top-12-most-common-rogue-url-tricks
• https://info.knowbe4.com/rogue-urls

Best Defenses
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Understanding URLs

So, you think you understand everything about URL 
links?

Let’s see…
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Understanding URLs
Basics

URL Protocol Moniker

Endpoint
hostname

or
Virtual 
name

DNS domain

Resource path
or 

Object name
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Understanding URLs
URL Protocol Monikers
• http://
• https://
• ftp://
• data://
• file://
• mailto://
• telnet://

• uri://
• ssh://
• tel://
• javacript://
• tn3270://
• custom:// 

• whatever you want to make
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Understanding URLs
Basics
DNS hostname
• Starts after double forward slashes
• Ends before first period

• Can be “real” hostname or virtual
• May not be present in URL 

• If missing, default hostname will be tried
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Understanding URLs
Basics
DNS domain name
• Starts after first period after hostname
• Ends at before first single slash



41

Understanding URLs
Basics
DNS Top-Level Domain (TLD) name
• Starts forward from last period before first slash
• Ends before first slash

• There are thousands of TLD domain names
• Ex: com, org, pub, gov, mil, biz, etc.
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Understanding URLs
Basics
DNS Top-Level Domain (TLD) name
• Most are 2-4 characters, but there are all sorts of lengths 

today
• Two-digit country code (e.g. au, ch, ru, etc.)
• Not all apps support all TLDs
• Some TLDs more risky than others
• TLD names are controlled by IANA

• http://data.iana.org/TLD/tlds-alpha-by-domain.txt
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Understanding URLs
Basics
Resource path name
• Starts after first single slash
• Ends at last slash
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Understanding URLs
Basics
Resource name
• Starts after last slash
• Refers to file name of object being called

• File, graphic, web page, etc.
• Optional, and may or may not include extension
• Default doc (index.htm[l]) will be tried if missing
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Understanding URLs
Basics
• Anything after the first ? is a variable being passed 

back to the host to be evaluated
• Often used to track users Everything after ? is a variable

multiple variables separated by &
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Understanding URLs
Basics
• Most important URL analysis skill you can know or 

teach is how to figure out what the true DNS domain is

DNS domain
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Understanding URLs
Basics
• Most important URL analysis skill you can know or 

teach is there is big difference between:
Parent DNS domain

DNS domain

DNS domain
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Understanding URLs
Basics
• Some browsers will highlight the real DNS hostname 

and domain to help with review
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Spotting Rogue URLs – Look-Alike Domains

Common URL Phishing Tricks

From our Domain Doppelganger tool https://www.knowbe4.com/domain-doppelganger
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Spotting Rogue URLs – Look-Alike Domains

Common URL Phishing Tricks

domain
is

paypal.com.bank
Not

paypal.com

Subdomain tricks
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Spotting Rogue URLs – Bait & Switch Domains

Common URL Phishing Tricks

domain
is

microsoft.co.login-update-dec20.info
not

microsoft.co
or

Microsoft.com

Subdomain tricks
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Spotting Rogue URLs – Look-Alike Domains

Common URL Phishing Tricks

parent 
domain

is
doc.com
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Spotting Rogue URLs – Look-Alike Domains

Common URL Phishing Tricks
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Spotting Rogue URLs – Look-Alike Domains

Common URL Phishing Tricks

googlechromeupdates.com 
is not owned by Google
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Spotting Rogue URLs – Look-Alike Domains

Common URL Phishing Tricks

x-paypal.com
is not

paypal.com
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Spotting Rogue URLs – Look-Alike Domains

Common URL Phishing Tricks

wixsite.com 
is not

cnn.com
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Spotting Rogue URLs – Look-Alike Domains

Common URL Phishing Tricks

parent domain
is

e4.com
not

knowbe4.com
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Spotting Rogue URLs – Look-Alike Domains

Common URL Phishing Tricks
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Spotting Disconnected Email Addresses

Common URL Phishing Tricks

Brand/URL mismatches
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Spotting Rogue URLs – Domain Mismatches

Common URL Phishing Tricks
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Spotting Rogue URLs – Slightly misspelled

Common URL Phishing Tricks
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Common URL Phishing Tricks
Strange Origination Domain
Be wary of any large company not using their own 
domain name
Examples
• Hotmail.com
• Gmail.com
• Onmicrosoftonline.com
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Defenses – The Hartford
https://sba.thehartford.com/business-management/email-compromise
• Use Multifactor Authentication (MFA)
• Use PHISHING-RESISTANT MFA, whenever possible!
Articles
• Don’t Use Easily Phishable MFA and That’s Most MFA! 
• https://www.linkedin.com/pulse/dont-use-easily-phishable-mfa-thats-most-roger-
grimes 
• My List of Good, Strong MFA 
• https://www.linkedin.com/pulse/my-list-good-strong-mfa-roger-grimes
US Government Says to Avoid Phishing-Resistant MFA and Why Is the Majority of 
Our MFA So Phishable?
• https://www.linkedin.com/pulse/why-majority-our-mfa-so-phishable-roger-grimes

Best Defenses
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Defenses – The Hartford
https://sba.thehartford.com/business-management/email-compromise
• Implement DMARC, SPF, and DKIM

• Understanding DMARC
• https://info.knowbe4.com/dmarc-spf-dkim-webinar (1-hour free webinar)
• https://www.linkedin.com/pulse/understanding-dmarc-better-roger-grimes/ (article)

Best Defenses

https://info.knowbe4.com/dmarc-spf-dkim-webinar
https://www.linkedin.com/pulse/understanding-dmarc-better-roger-grimes/
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Global Phishing Protection Standards
• Sender Policy Framework (SPF)
• Domain Keys Identified Mail (DKIM)
• Domain-based Message Authentication, Reporting and Conformance 

(DMARC)
• Helps prevents sender email domain spoofing 
• Senders: Helps protect YOUR domain against spoofing by others!
• Receivers: Verifies whether or not an email that claims to be from a particuar 

domain is really from that domain
• Typically happens on email servers and agents, user is unaware it’s happening

DMARC, DKIM, SPF
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Global Email Authentication Standards
• Sender Policy Framework (SPF)

• Verifies the 5321 MAIL FROM/RECPT To domain name address

SPF & DKIM

5321.MAIL 
FROM domain

not
5322.DISPLAY 
FROM domain
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Global Email Authentication Standards
• Sender Policy Framework (SPF)

• Verifies the 5321 MAIL FROM/RECPT To domain name address
• This is the “real” return email address that you see just opening an email

SPF & DKIM

5322.DISPLAY 
FROM domain

“Friendly From Name”
Human readable part of “From:” header.
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Global Email Authentication Standards
• Domain Keys Identified Mail (DKIM)

• Uses public/private key pair to add a digital signature to every 
outgoing email that links the email to its sending Internet domain

• DKIM signatures typically cover most of the email message to verify message 
hasn’t been adulterated between sending and receiving

SPF & DKIM
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DMARC Status
• Pass

• Passes DMARC and/or SPF, and/or DKIM, no failures

• Fail

• Fails DMARC alignment, and/or SPF, and/or DKIM, maybe no policies defined

• None

• No policies defined

DMARC
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Real Estate Scam Defenses
• Education for all involved
• Don’t put full wire transfer information on any email correspondence or 

documentation
• Require people to call known good phone number to get full wiring instructions 

on day of transfer

Best Defenses
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Incident Response – The Hartford
https://sba.thehartford.com/business-management/email-compromise
If you are the victim of a BEC scam:
• Immediately contact your financial institution to see if it can reverse the 

transfers or payments
• If needed, work with your IT team to make sure your devices and accounts
• Notify your insurance provider as soon as possible
• Report the incident to the FBI’s Internet Crime Complaint Center.

 https://www.ic3.gov/Home/BEC

Best Defenses

https://www.ic3.gov/Home/BEC
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Platform for Awareness
Training and Testing

Phish Your Users2

1 Train Your Users

3 See the Results

Unlimited 
Use

Smart Groups

Custom 
Phishing

Simulated
Attachments

Detailed 
Reporting

Assessments

Localized
Content



• Reduced Malware and Ransomware 
Infections

• Reduced Data Loss

• Reduced Potential Cyber-theft

• Increased User Productivity

• Users Have Security Top of Mind

82% Average Improvement
Across all industries and sizes from baseline testing to one 
year or more of ongoing training and testing

Generating Industry-Leading Results and ROI



Reduce The Risk to Social Engineering & Phishing

74

The Hartford partnership with KnowBe4 earns you exclusive discounts* on the only platform 
truly dedicated to improving organizational security culture and reducing human risk

With KnowBe4 you can:

● Send fully automated simulated phishing attacks
● Train your users with access to the world's largest library
● AI-driven phishing and training recommendations
● Use assessments to gauge proficiency of your users in security knowledge and security culture 

attitudes
● Easy user management using Active Directory or SCIM integration

Get a personalized demo: https://www.knowbe4.com/hartford-offer 

* 25% discount on KnowBe4 Security Awareness Training platform and 20% discount on PhishER, SecurityCoach and Compliance Plus
*Terms and conditions apply

https://www.knowbe4.com/hartford-offer


Questions?

Tel: 855-KNOWBE4 (566-9234)    |    www.KnowBe4.com    |    Sales@KnowBe4.com

Roger A. Grimes– Data-Driven Defense Evangelist, KnowBe4
e: rogerg@knowbe4.com

LinkedIn: https://www.linkedin.com/in/rogeragrimes/
Mastodon: https://infosec.exchange/@rogeragrimes

Twitter: @RogerAGrimes
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Disclaimer
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The information provided in these materials is intended to be general and advisory in nature. It shall not be considered legal advice. The Hartford does not warrant that the 
implementation of any view or recommendation contained herein will: (i) result in the elimination of any unsafe conditions at your business locations or with respect to your 
business operations; or (ii) be an appropriate legal or business practice. The Hartford assumes no responsibility for the control or correction of hazards or legal compliance 
with respect to your business practices, and the views and recommendations contained herein shall not constitute our undertaking, on your behalf or for the benefit of 
others, to determine or warrant that your business premises, locations or operations are safe or healthful, or are in compliance with any law, rule or regulation. Readers 
seeking to resolve specific safety, legal or business issues or concerns related to the information provided in these materials should consult their safety consultant, 
attorney or business advisors. All information and representations contained herein are as of June 2024. 

The Hartford Financial Services Group, Inc., (NYSE: HIG) operates through its subsidiaries, including the underwriting company Hartford Fire insurance Company, under 
the brand name, The Hartford®, and is headquartered in Hartford, CT.  For additional details, please read The Hartford’s legal notice at www.thehartford.com  

http://www.thehartford.com/
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