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We help ~70,000 BEST SOFTWARE Global Sales,

organizations build a strong Courseware
A b O U t > security culture 2028 Development, Ga rtner®

to manage the ongoing Top 100 Customer Success,
K n OW B e4 problem of social | eEsTsorTwaRe and Technical Magic Quadrant
engineering and human risk N Support teams Leader
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worldwide

Offices in the USA,

UK, Canada, France,
Netherlands, India,
Germany, South Africa,
United Arab Emirates,
Singapore, Japan,

KnewBe4 Australia, and Bra

FROST RADAR™: Human Risk Management,
2024

Trusted by 47 of CEO & employees are
the world'’s top 50 R industry veterans in

cybersecurity companie: TrustRadius cybersecurity
and the largest huma Top Rated
management platfor 2024 —
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HUMAN RISK MANAGEMENT IS CRITICAL

THE COSTS OF A
CYBERATTACK:

The ramifications and costs of a

cyberattack can be staggering,

going well beyond the easily visible

disruption of service or exposure of
data. Even after operations are

restored, costs frequently continue : _

to balloon as the attack is followed Increased Cost s

by potential civil litigation, regulatory s e
fines,and the costs of repairing Loss of Intellectual
reputational or competitive losses. D e Property*

in Cyber Extortion*

Loss in Competitive

Advantage*
Regulatory and hiaidinn.

Civil Sanctions*
Insurance

Premium Increase
Loss of Customers,

LT BELOW THE SURFACE

e e b e htce (Lesser-Known Costs)
overed by Insurance

The 2024 IBM Cost of a Data Breach report puts the average cost of a data breach at $4.88M, up from $4.45M in 2023, and up from $3.86M in 2018.
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Cybersecurity Awareness Training: Reducing Phishing Vulnerability

Lack of cybersecurity awareness among employees creates an invisible yet dangerous security vulnerability for organizations. While often overlooked, this risk area

KnewBe4

actually offers some of the highest returns when addressed through proper training and awareness programs.
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Phish-Prone Percentage Over Time

[ AVG 34.3%
Initial Baseline Phish-Prone
Percentage (Pre-Training)

- AVG 18.9%
3 Months Later

AVG 4.6%
12 Months Latler

1 2 3 4 5
Training Period Months
Based on 11.9 Million Users
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KnowBe4's Phishing Security Test (PST)

° Helps insurers and insured organizations identify phishing vulnerabilities
. Works by sending simulated phishing emails with embedded links
. Measures an organization's "Phish-prone™ Percentage”
) Initial testing typically reveals 30-35% of employees are vulnerable to phishing
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HRM+ Platform -
Kﬂ@WB@A— Al-Driven ‘Best in Suite’ Platform

for Human Risk Management




One Platform for Human Risk Management

The HRM+ platform includes modules for awareness and compliance training, cloud email security, real-time
security coaching, crowdsourced anti-phishing, Al Defense Agents and more. As the only global security
platform of its kind, KnowBe4 transforms your largest attack surface—your workforce—into your biggest asset,
actively protecting your organization against cybersecurity threats.

Anti- Real-Time
Phishing Coaching

H R M + Personalized. Relevant. Adaptive.
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Dashboard

Security Awareness
Training S - o

6.012.0

41146

26429
How does SmartRisk Agent™ calculate my Risk Score?

Al-powered, new-school security o
awareness training and simulated
phishing that allows organizations
to drive awareness and change e o e e RO g
user behavior. Build a stronger
security culture by effectively
managing the ongoing problem
of social engineering.
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Cloud Email
Security

The only end-to-end inbound and
outbound email security platform to
continually assess human risk and
dynamically adapt security
controls, preparing customers to
defend against advanced phishing
threats, human error, and data
exfiltration.
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Suspicious Emails

15% ¥ 1694

Top types of phishing emails received

55% A In:2.033 ¥

Top types of payloads in phishing emails

Out: 0

Inbound and Outbound Emails

~
M

Threat Feed

Graymail Emails

10 100% R

Supply chain health
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PhishER Plus

Security orchestration and : &
proactive anti-phishing protection ‘

to allow your incident response and
security orchestration teams to
identify and stop phishing threats
before they reach your users'
inboxes.

9 Last 30 Days

Received Messages Messages Summary

Reported Messages by Category Categories
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SecurityCoach

The first ever real-time security
coaching product that detects and
responds to risky end user behavior
to provide immediate feedback,
improving overall security culture
and reducing human risk.

|<n®WBe4 DASHBOARD  PHISHING ~ TRAINING [SSUTIN(EWNeRY USERS ASAP PHYSICALTESTS~ MODSTORE REPORTS PASSWORDIQ

Dashboard

Dashboard  Real-Time Coaching  Detection Rules  SecurityTips ~ Setup  Reports

Last 90 Days

Real-Time Coaching Summary
A ovenvew

SecurityTips Delvered

17%

Vendor Events Summary

5K

4.1K

80% Mapped Events.

Top Users by Rule Detec
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Compliance
Plus

New-school compliance training
that delivers continuously updated,
engaging, customizable content to
users and allows your organization
to take a comprehensive approach
to security awareness and
compliance training.

KnewBe4

E Modstore Browse Library Brandable Content Content Manager Uploaded Content

Featured Content

GLOBAL ANTI-BRIBERY

Gain an understanding of
what constitutes bribery
and corruption.

< & CORRUPTION

Mobile-First Module | 8 minutes | August 2022

Add to Library

Learn your role in helping
the organization remain
ethical and compliant.




AIDA

An advanced suite of Al-powered
agents that elevates your human
risk management strategy.
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LIDA Phishing Template Generator

Template Setup

Prompt

Language Text locale @

English (United States) €.g. Ohio, USA

Tone
Business

Describe the tempiate you would like to generate Examples (4
Wake a template that 100Ks IIke it s Coming 1rom our organization's 11 team,
which tells the user they need to update their password before the end of the
day, or they will no longer be able to log in to their account. Include a link for
them to click. Make it sound very urgent and serious, but apologetic for the
short timeline.

Which attack vector should be used?
0 @ Lk
(O @ Anachment

O 8 QR Gode

(O < Reply to Sender

& Back to My Templates

egenerate.

© Preview # Edit

From: (admin@Knowbed.com)
Reply-To:
Subject: Urgent Password Reset Required

((trst_name]],
This is an urgent notification from our IT department. If you do not update your
passwiord before the end of the day, you will be locked out of your account. We

apologize for the short notice, but this is a mandatory security measure.

Please click [[URL]) to reset your password Immediately. Fallure to do so will result
in account deactivation.

Regards,
IT Department”,

) Show Red Flags
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Effective SAT Really DOES Reduce Data Breaches

KnewBe4

Effective Security
Awareness Training
Really Does Reduce
Breaches

97.6”

of KnowBe4 U.S. customers
had no public data
breaches since 2005.

8.3x

Organizations were
8.3 times less likely to
appear on breach lists
after implementing
KnowBe4 SAT.

65%

Breached customers
were
65% less likely to suffer
additional breaches while
being KnowBe4
ustomer,
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By Roger A. Grimes
& Dr. Martin Kraemer

*Study based on analyzing 35,000 separate breach notification data in the Privacy Rights Clearinghouse and KnowBe4 customers
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All Policyholders of The Hartford get access to
discounts on all KnowBe4 products!

Core Products:

E:JE KSAT and Cloud Email

Security (Prevent , Defend

& Protect) Additional Products:
PhishER Plus,
=0 SecurityCoach, Compliance
—_

Plus & Al Defense Agents

Unique content
creation!

N g ~  Landing page for
< ~ Personalized Demos with
the KnowBe4 team!
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Hartford Policyholders: Register for a Free KnowBe4 Demo Today!

KnewBe4

lThe Hartford

Hartford Clients,
Social Engineering is the #1 Cyber Threat That You Face

The KnowBe4- Hartford LR
Landing Page

With KnowBe4 You Can:
Get a Personalized Demo!

KnewBe4



Take Action
with KnowBe4
Today!
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Disclaimer

Third-party service providers discussed herein, though not affiliates of The Hartford, are pre-approved by The Hartford to provide cyber-related services. You are not
required to avail yourself of their services. Sharing any information with any such vendor is at your sole discretion. References to any vendor are provided for your
convenience only and are not intended as a substitute for your own due diligence and selection of vendors to suit your company’s needs. The vendors are independent
contractors that charge their own rates. Discounted rates offered by any vendor are not offered by The Hartford, nor on any premium for a policy of insurance. Any such
vendor discount is subject to change without notice and is not guaranteed by The Hartford. The Hartford does not warrant the performance or services of the vendors or
their websites. The Hartford assumes no responsibility for the control, correction or legal compliance of your cyber security measures or other business practices and
operations. Notice of any claim, act, fact or circumstance to a vendor does not constitute notice thereof to The Hartford. Approved vendors are current as of June 2025
and may change at our discretion at any time, with or without notice.



